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HOJIOKEHUE
00 aHTHBHPYCHOM KoHTpo.1e B MAJIOY No 6

L O6mue nooxenus

L1 Hacrosmee TTonoxenne pa3spaboTano B cOOTBETCTRHM c DenepanbHbIM
3akoHOM Ne 149-03 or 27.07.2006 r. «O6 “HQOpMaNWH, MHOOPMALHOHHBIX
TEXHOMOTHAX M o 3amure HHopmammm», [OC1 P HCO/MDK 17799-2005
«IIpaxTiYeckue mpaBuma YHpaBIeHAS HHQOPMANHOHHOH 6e30IacHOCTBION U
APYTHMH HOPMATHBHEIMY NIPABOBBIME aKTAMH U YCTAHABIHBAET TIOPAOK NpOBEACHUS
aHTHBHPYCHOT0 KOHTPosa B MAJIOY Ne 6 (nanee Opranuzanus).

1.2. Tpe6osanus Hacrosmero Ilomoxenns spisrotes HCOTBEMIIEMOH YaCThIO
KOMILIeKca Mep Ge30IIaCHOCTH H 3aLMTEl HEQOPMALAN B Oprarusanuu.

1.3. TpeGosanus nacrosmero ITonoxenus pacnpocTpaHs{iOTCs Ha Bcex
PabOTHHMKOB, MCIIONB3YIOMUX B paboTe ceTH HHTEPHET, ¥ JOJIKHBI TIPUMEHSITHCS TS
BCEX COTpYAHHKOB Opraguszanuy.

1.4, OpranmsanuwonHoe  obecrneuerue MEDPOIPUATHH  aHTUBHPYCHOTO
KOHTPOJIA ¥ KOHTPOJIb 33 NEHCTBUSMH [OMIB30BATeNeH BO3NAraeTCs Ha OTBETCTBEHHOTO
3a aHTUBHMPYCHBIH KOHTPOIIb.

OcHOBHBIE TEPMHAHDBI, COKpALIEHHS H ofnpeie/ e HHs

AC - aBTOMaTH3MpOBaHHAS CHcTeMa OpraHH3aI - CHCTEMa, 00eceunBaroLas
XpaHeHue, 00paboTKy, nmpeobpazoBaHue u nepefady uHbopmanun OpraHmsanuu ¢
HCIIOTb30BAHHEM KOMITBIOTEPHON H IPYroi TEXHHKH.

Komnbiotepnbiii BHpyc nporpamMa, cmocobHas co3IaBaTh cBom xonuu (He
0053aTeNBHO MOTHOCTEIO COBIAAIONINE C OPHMIHHAJIOM) W BHEIPATH UX B Pa3IHyuHbIE
ODBEKTHl HIM PECYpCHl KOMITBIOTEPHBIX CHCTEM, ceTeif H Tak Hanee 0e3 Bemoma
monp3osatens. IIpw  sToM KOMHE COXpaHAIOT —CHOCOGHOCTD  jabHEHIIEro
pacIpoCTpaHEeHH.

3apaskeHHasi MPorpamMma - 5To IPoOrpamma, CoZiepKalllas BHEAPSHHYIO B Hee

IporpaMMy-BHPYC.

2. Opranusauus CHCTEMbI AHTHBHPYCHOTO KOHTPOJIsI

s Llenbio MeponpuaTHii MO aHTHBHPYCHOMY KOHTPOJIXO SBJISAETCS
TpeNOTBpalCHKE OTeps HH(opMaiku B AC OpraHu3anuy.
23 3anauaMy aHTHBUPYCHOH 3aIIATEl ABIAIOTCS:

- OIIPCOCICHHUE COCTaBa U PCIIaMEHTa 3aIIyCKa AHTHUBUPYCHBIX THATHOCTHUECKMX
CpeACTB, periaMeHTa ux PEBHU3HH H O6HOBJI€HH5{;



- mpoBefieHHe NPOQUIAKTHIECKHX paboT ¢ TPHMEHEHWEM aHTHBHPYCHBIX
JMATHOCTHYECKUX CPEJICTB;

- HenpepBIBHOE OfecIieueHne 3alUThHl HHGOPMALAH OT IEHCTBHUS BPEIOHOCHBIX
TIpOrpaMM Ha Beex aTarax sxcmtyatamain AC OpraHu3aiim.

23. Jlna mpoBeleHHs MEpOIPHATHH MO MPEHOTBPAIISHHIO BHPYCHOTO
sapakeHHs TipukasoM 1o OpraHusanuy  Ha3Ha4aeTCs OTBETCTBEHHEBIH  3a
AHTHBUPYCHBINA KOHTPOIb. OTBETCTBEHHBIH 32 AHTUBUPYCHBIA KOHTPOIL IOAYHHSIETCS
3aBefyromeMy OpraHm3aluy, B CBoedl paboTe pyKOBOACTBYIOTCS HACTOALIMM
[TonoxeHHeM, HOPMATHBHBIMA aKkTaMH IO 3ammTe WHOOpMAiwny, U JPYyruMy
JIOKYMEHTaMH.

2.4. K wucnonszoBanuio B OpraHu3aliuy JOIyCKaKTCsA TONBKO JIMICH3UOHHEIS
AHTHBUMPYCHBIE CpEJCTBA, LEHTPAIM30BAHHO 3aKyIUIEHHBlE Yy pa3paboTHMKoB
(IOCTABIIUKOB) YKa3aHHBIX CPEJICTB, PEKOMEHIOBAHHBIE K IPUMEHEHHIO.

250 YcTaHOBKa CPeJICTB aHTHBUPYCHOM 3aIUThHL M HACTPOMKA HX 1apaMEeTpOB
B COOTBETCTBHH C DPYKOBOACTBAMH IO IPUMEHEHHIO KOHKPETHBIX aHTHBHDYCHBIX
cpefcTB Ha KoMmbioTepax B OpraHusaliy OCYIIECTBIACTCA OTBETCTBEHHBIM 32
AQHTHUBHPYCHBIA KOHTPOIb.

2.6. O6HOBICHNE aHTUBHPYCHBIX 623 JOMKHO IPOK3BOAUTECS He pexe 1 pasa
B CYTKH 4BTOMATHYECKH, COTVIACHO BO3MOKHOCTAM IIPOrpaMMHOro obecreueHus. B
ciyuae ¢60s aBTOMATHYECKOro 06HOBIeHHs 0GHOBICHHE 6a3 IPOM3BOIUTCA BPYIHYHO
C TOii JXe TIEPHOAHUIHOCTBIO.

2.7.  O6s3aTe sHOMY BXOTHOMY aHTHBHPYCHOMY KOHTPOIIO MOIJIEXKUT Jro0ast
pH(GOpMaIys (TeKCTOBEIE (aiinsl Mobsx GopMatoB, Gaiibl JAHHEIX, UCTIONHAEMBIC
daiinsl), ToTyYaeMas U IepeiaBaeMast 1o TeJIeKOMMYHHKAIMOHHBIM KaHallaM CBS3H,
a TaKKe MHPOPMAIAL HA CBEMHBIX HOCHTENIAX M MOOHIIBHBIX YCTPOHCTBAX.

2.5 Dajinbl pe3epBHEIX KOIIHiL, TOMEIaeMBble B 9/IEKTPOHHBIH apXHB, TOJDKHbL
B 00513aTEIBHOM TIOPSAIKE TPOXOIUTH AHTHBUPYCHEIA KOHTPOJIb.
2.9.  Tepuomuueckue NPOBEPKH JICKTPOHHBIX aPXHBOB JOIKHBI TPOBOAUTECA

He Peke OITHOTO pa3a B MECSLL.
2.10. MeponpusaTis 110 aHTMBUPYCHOM 3aIliTeé HA KOMIBIOTEpaxX B
OpraHu3aliy BKIIOYAI0T B ceb:

. npoQIIaKTHKA BHPYCHOTO 3apaKeHHS;
. aHaJIN3 CUTYyaLlHi;
. IpMMEHeHHe  CPEJCTB  aHTHBHPYCHOM  3allMTBI; °*  NIPOBCJCHHE

paCCJIe}IOBaHI/IfI WHIIMISHTOB CBSI3aHHBIX C BUPYCAMH.

3. IpoduaaKTHKA BUPYCHOTO 3aPaKeHUA
3.1. B uensx HCKIIOYEHHS MOSBJICHHS H PacHpOCTPaHCHMS BHPYCOB Ha
paboumx crammmix AC OpraHusalliy  OOMDKHBEL  PeryiApHO  NPOBOXHUTCH
npoduIakTHIeckie MeponpusTisi. K OCHOBHBIM Npo(UIaKTHYeCKUM paboTaM H
MEpOIIPHUATHAM OTHOCATCA!

. e)KeqHeBHAS AaBTOMATHYeCcKas IpOBEpPKa HAJIW4YHi BHPYCOB IO
pacIucaHmio;
. peryinspHas (He pexe OIHOIO pasa B KBapTan) BpIOOpOYHAs TPOBEPKa

paGourX CTAHIMH 1 CepBEpPOB Ha HAIMYIe BUPYCOB, Jae [PH OTCYTCTBHH BHELIHNIX

IIPOSIBJIEHUN BUPYCOB;
. [poBepKa HaJW4isi BHPYCOB Ha pabo4ux CTAHIMAX, BEPHYBIIHXCA C




peMoHTa (B TOM 4HCIE TAPAHTHHHOTO) B CTOPOHHMX OPTaHM3ALMIX;

. CO3JIaHMe pe3epBHON KOIHMH IPOrPaMMHOIO MPOAYKTA Cpasy e IOCHe
pHOOPETEHHS;

. YCTaHOBKA 3aIAThI OT 3allCH HA CheMHEIE HOCHTENY HH(QOPMAIHH, I
9TO BO3MOXHO;,

. TIHaTeNnbHas IpoBepKa BCEX MOCTYIIAIOIMX U KYTJIEHHBIX IPOrpamMm u 0a3
JaHHBIX;

. orpaHUyeHre JOCTyla K KOMIbHOTEPY [TOCTOPOHHUX ML

32. Co3pgaHue pe3epBHOM KOIHH NPOrpaMMHOr0 MPOIYKTA BhIONHAETCH
OTBETCTBEHHEIM 33 AHTUBHPYCHEI! KOHTPOIIb, OCTAIEHEIE IPOYUIaKTHIECKAE PabOTHI
W MEpONpPHATHS BBHIIONHIOTCA OTBETCTBEHHBIM 32 AHTUBMPYCHBIH KOHTPOTEL B
Oprasuzanum.

33.  Tlpu o6HapyeHAH BUPYCOB HA KOMIIBIOTEPE, PabOTAIOLIEM B TOKATbHOM
ceTH, IIPOBEPKe MOIENKAT Bce KOMIIBIOTEPHI, BKTIOUEHHEIE B 3Ty CeTh U paboTaromue
¢ OOIMMH JaHHLIMHA U TPOTPaMMHBIM O0eCIIedeHHEM.

4, AHAJIH3 CHTYal U

4.1. Tlpu coollieHHY aHTHBHPYCHBIX [POrpaMmbl O TMOAO3PEHHM HA HAIMYHE
BUPYCOB Ha pabodeil cTaHIMH, HEOOXOIMMO MPHOCTAHOBUTH paboTy M HEMELICHHO
H3BECTHTH 06 TOM OTBETCTBEHHOIO 3a AHTHBHPYCHBIN KOHTpoib OpraHusanud, a
TaKKe OPYTHX TONb30BaTeNedl W TOAPa3AeNeHHs, MCHONb3yIOLNe 5TH (aiimbl B
paboTe, eci 3apaXeHHBIE (Haliibl SBISOTCS COBMECTHO UCTIONB3YEMBIMH.

42. AHanmM3 CHTyallMi HAIWYHs BHPYCOB BBIIIOJNHSETCS OTBETCTBEHHBIM 32
AHTHBHUpPYCHEI KoHTponb B Opranusanuu. [Ipn aHammse MOryT HOIOJHHTENBHO
WCIIONB30BATECS  CIIEIMANBHOE TpOTpaMMHOe ofecredeHre JUIs OOHapy KeHM
BHPYCOB.

43. B xome aHanu3a cUTyaldy 00s3aTeNbHO TPeOYEeTCA ONpeaeNuTh HCTOTHUK
sapakenns. ECIIM HCTOYHUKOM 3apaiKeHHs SBISETCS CheMHBIH HOCHTENb nubo gpyras
paGouas cranuus OpraHu3aliud, TO HEOOXOAMMO IIPOBEPUTH HA HANMTHE BHDYCOB
pabodyro CTAHIHIO - HCTOYHEK 3apaxkeHus. B cirydae 3apaxeHis 1epes rI00aTbHYO
ceTh VHTepHET WM TI0 3JEKTPOHHON [OYTE CIeTyeT HEMEICHHO 3a0NOKMpOBATE
pecypc MM afpec 3MeKTPOHHOM [OYTHI - HCTOYHHUK 3apaXKCHHA.

44. B cmydae oOHapyXeHHs BHDYCHOTO 3apaXeHHMA pacCle/l0BaHUEC
NOMYIIEHHBIX HApYIIEHHH MPOU3BOAUTICA OTBETCTBCHHBIM 34 AHTHUBUPYCHBIN
KOHTpONh HAa  OCHOBAaHHMM  PernameHTa  pearupoBaHus Ha — MHIHJCHTEI
uHEGOPMAIIEOHHON Ge30I1aCHOCTH, YTBEPXKICHHOTO B OpraHi3aluy.

5. TIpaMeHeHHe CPEICTE AHTHBUPYCHOH 32U THI

5.1. VHHYTOXEHHE BUPYCOB BBLIMOTHACTCA OTBETCTBEHHBIM 32 AHTHBUPYCHBIN
KOHTPOJIb B Opranu3anuy.

52, Tlocne YHHYTOXEHHWS BHPYCOB ¥ BOCCTAHOBJICHHS 3apaCHHBIX
IIpOrpamMM H (Paiiios C JaHHBIMH HeoOX0IUMO €eIlle pa3 BHINOJIHUATE NPOBEPKY HATH M
BUPYCOB, UCIIOTB3Ysl aHTHBUPYCHBIE IPOTPAMMEL.

53. B crmyuae obHapy)XeHHs, He MOJJAIOIIEroCs JACUCHUIO NPUMEHACMBIMU
AHTHBHPYCHBIMM CPELCTBAMH, OTBETCTBCHHEIH 3a AHTHBHPYCHBIA KOHTPOJIb JOJIKEH
HAIPaBUTh 3apaKEHHBIM BUPYCOM dalin B opraHU3aldio, C KOTOPOH 3aKIIOYEH
JIOTOBOP Ha aHTUBUPYCHYIO MOAACPXKKY.



6. OTBeTCTBEHHOCTD

6.1. OTBETCTBEHHOCTE 32 BHIIOTHEHHE MEPOTIPUATHH [T0 AHTHBUPYCHOM 3aIIiTe
MH(QOPMAlMH Ha CPEACTBAX BBIYKUCIHTENBHON TEXHHUKH, OSKCILUIyaTHPYEeMBIX
TIOMTMHEHHBIMH JIHIAMH B TIOAPA3ACNCHUM B COOTBETCTBHH C TpeGOBAHUSIMH
Hactoswmero ITonoxerus, BosnaraeTcs Ha PyKOBOTHTENS TOAPA3IeTICHNSL.

6.2. OTBETCTBEHHOCTH 3a BBIIOJHEHHE MEPOIPHATHIA 110 AHTHBHMPYCHOH 3aI11uTe
HHOOPMallid Ha CPENCTBAX BBIYHMCIHTENBHON TEXHUKH HA pabodyeM wmecTe B
COOTBETCTBHHM C TpeOOBaHMSAMH HacToswmiero ITOMOXeHWs, Bosnaraercs Ha
TI0JIB30BATEN CETAMU HHTEPHET.

6.3. OTBETCTBEHHOCTH 3a IPOBeAEHME NPODHIAKTHIECKHX MEPOIIPHATHHA 10
00€CIEYEeHNIO aHTUBHUPYCHOH 3amiTel B AC Opraunsalyy, a Takke YHHYTOXKEHHE
BEIABJICHHBIX BUPYCOB BO3NIAraeTcs Ha OTBETCTBEHHOTO 32 aHTHBHPYCHBIH KOHTPOID
Opranmsarmy.

6.4. IleproguyecKuii KOHTPOIb 32 COCTOSHHUEM AHTHBHUPYCHOH 3ammTel B AC
Opranusanuu, a TakKe 3a COGMIONEHHEM YCTAHOBICHHOTO NIOpsAJIKa aHTHBUPYCHOTO
KOHTPOJIA U BBIIONHEHHEM TpeOoBaHWA HacTosmero ITonoXeHHs COTpYIHMKAMY
nozapasnenesuid OpraHu3aldyl OCYINECTBIIAETCS OTBETCTBEHHEBIM 3a AHTHUBUPYCHBIN
KOHTPOJTb.

6.5. Cotpynuuky OpraHH3amy, HapyIIHBIIHE TpeOOBaHUSL HACTOSIIErO
AOKYMEHTa, TPUBIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBHH C JeHCTBYHOIINM
3aKOHOAaTenbcTBOM Poccuiickoit Denepanuu.



